
2

.., 2601. DenDitio~
"r al DtnNtTtoNs.-lD th.U chal'ter-

"the terms define<i 1n sect10n 2510 have. res~vely, the mearul\iS 5Utea In

that sectIon.
• 'c3H'ldenufyin( iniormaaon'-

", AI means all dia.li..q or Slrna !ling i.oiormaaon that 1dentIfies the onJ1n.
direcuon. dHunaaon. or tenmnaaon of eac:i1 c:oaunurueauon ienerate<S or
rece1ved by the subscnber eqw.;lEoeot. faculty, or servtee of a telecommUN'
cauons carner that 15 the subject of a court erder or lawful auU\oruauon:
but

"1 Bl does not include a.oy mformatioD that may disclose the pn~1cal loca·
tion of the subscnber 4esc:ept to the ezteDt that the locaaon may be deter·
rmne<i from the wephoae number'.

"'C0z:nm1!1S10n' meam en. Fedenl CODurnmic:atioDS Commission.
. .. 'government' meam en. govera.meDC of the Ucited Stac.n and any agency or
insuumentality thereof. the Di.stnct of Colwr:tbia. uy commonwealth. temtorv.
or ~OSHSS1Qnof the UDiteei States. and. any State or pouaw subciiV\slon themf
authonze<i by law to coDduct elect:r'l:lD1c survelllaoce.

"'informaaon servu:es'-
"r .-\~ meaDS the otTenne of a c:apabili:;~or I.Denang. acqulnnr. 5tDnni.

transtOrmlOr. PI"DCeIII~. retneYlDl. u DC. or maJUng avwble lDionna·
tlon vta telecommumc:aaoDS; &.Dd

", 8 I includes elecavDlc publi.shjn, a.ocl elec:t:r'Oaic messalinc ser'Yiees: but
"rCI does not lndude a.oy c.a~i1ity for a telecommun.tc:aaons cuner's tn·

temal ma.na~ment., CODtrol. or OpenCOD of its telecammumcauons net"
worL

.. 'te1teCOmmUDicatioaa su~part SoG"¥ices' I:DeaI2.S a product. sob.,.. or semee
UMCi by a telecommumc:aQODS c:uner for the intarna! sIgnaling or sW\u:hing
fimcuons of its telecommunications netWOrt.

.. 'te!ecommUDicatioaa camer-
'"1 AI means a penoa or entity eappci La the transmission or sW\u:hing

of wire or elec:trDa.ic c:ommw:W:ationa .. a cammoa carner for hire •.."thin
the meaniDI of sectioa J(h) of tha CommumcaQDDS Act of 19M '41 t.:.S.C.
lS3lh))): -

..,Bl inciud__
.., i) a penon or entity enppd in plVY'iciiDI commemal mobile servtce

f.. de6Deci in aecaoa 332{d) of the Commww:aaon.s Act of 1934 I ~7
U.S.C. 332(d))); or

"(m a penoIl or eauty eappd in ~raoridiDc win or elecaoruc com·
munication switchiDc or tn"smISS1OD Ml"'l\ClI to the extent that the
Comm'Mioa 6.DU t.ba\ such seMC8 IS a ,..,1acement for a IUbstanUal
ponioa of the local taaa,boae ezrbenp ~ClI and that it is ,n the ~ub
lie inr.er.t 10 ... sueD a penoa or entity to be a te1ecommumcaaon.s

. camer forp~ of tbia cha,cer: but .
"(Cl cia. Dot jnc+ade perIOaa or eDati. iD.IoCar u they are encaled 1n

pnmdiq iDiormacioa JerVicea.

.., ...AMia't&Ilce capabWtr require••ac.
"a) CAPABDn"'f Ilr.Qunu!:JaNTs Ezr:e,\" pnmcecl in subMctioaa (b). (el, aoci

(el) of this MCaOD., aDA subject to MCt:lOn 2607(c). a caleanDllluaicatioaa. camer shall
eD8Ul'e thal ita Ml"liae or f-=ilia- c.bal ~nMde a C\ISIDIDer or subIcriber WIth the
ability to oriliDaca. tmDiaara. ar clines coauD1lllicafio- anca~0(-

.of 1) .~tiaua1yWaiatiDc UMi eaabtiDa dMt cowwnuaaat ~~ tQ. the
esdusioD of uy om- nnnm"nic:alio aJl win &lid~CDIIUIl~uoaa
carried by ttw caI'I"ie ...ibiD a to or freID. eqw,~ac. (Miliu•• Of
,.-vices of a .w.:ru.r of 8'Udl c::uri8r caacurftDUY WIth tlwiI' tnnsm"ROQ to
or frDm the subllcriber'. Mn'ice. facility. or ",lDIIlt or at such la.. am. u
may be ~u.bIato tbe~t; __ 11 'd .

·f21 ~tiaualy iMlatiDI ana eaabU.. _ COi:anm:wat to .... ~., eDU-
tJiDc iDforma1:ioD that. ia ....,ably ."deW- to c.becam~.. .

"(A)~ dUl'iDli 01' immecij••y .... t.ba cnaSlft"oa oC a wuw or
elec:c:r'omc CGIDZIlWlicacioa (or at Iud1 La_ tIJDe .. IDA, bea~ co W
iOWermDeD\); &DA .
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", B) L,n a ~anner that ~lows It to ~ asSO<:lat~ ~tn ::le comm~:'Ucatlo
to wnlcn It ~rtaU1J.

except that. wtth ~garC ,to u'..:"ormauon acow~ solely pursuant to the 1u:MI
Ity tor pen. r~~ter"! an.a t~ap and trace aevtc:es I as ciel1ne<1 m ,.eocuon J 1'17
such c:aU·loentlty\ng lntor:natl~n snaU not mc:iuae any mlonnauon tnat ~3
discloH the pnyslCa! locatIon or the sUDscneer I exce;n :0 the eXtent tnat t~e LI

cauon may De aetemune<i from the teie!'none number':
~(3) delivenng lnureepte<i communIcatIons and caH'Ldenu{ying mformauon I

the government :n a format such that tney may be traru;mmea bv means or i;
clliuts or ~r'V'lces pt'1X:und by the government to a locauon otner tnan t~
premises of the c:amer: and

"14. facllitaang authonzel1 commurueaucns lnte~e;mons and access to cal
Identifying Informaaon unootr.lslveiy ana WIth a muu::-:um of interierenc:e W'\l

any SUDsmoers telecommur.Jcauons Hf'V1Ce ana m a manner that prote'Ct.S--
.•, AI the pnvaey and seocunty of ccmmuruc:atl0ns ana c:all'LdenuI\.,n~ 1

formaaon not authonzlKi to be mtercepteC1; anc1 .
", B) InformatIon regartimg the governments tnte~epuon of commUNe

tions and aceass to call· identIfying Information.
·'lb. LIMITATIONS.-

~t 1) OESICN OF' F'EATt.."llES .......0 SYSTEMS CONFtCCRATIONS.-T'his chapter do
not authonze any law enio~ement agency or officer-

", A~ to reqwn any spetllic deSign of feawns or system configourations
be adopted by proY\aers of W\re or electroruc communlcauon 5emce. mall
facture" of telecommurueauons eqwpment. or proY\Ct" of telecommul
cauons support MMcel: or

-, B) to p"'lUcit the aQopuon of any feature or HrYtce by l)roV\cien of WI

or elecuorue eommwucauon MMee. manufacture" of telecommun;cauc
equlpment. or proY\cers of telecommurucauons ,u;lport se",ces.

"'2) I:-iFORMATlON SERVlCES: PRIVATE :-iET"NORKS ......0 It-.nRCONSECTlON 5£1
ICES .'\,....0 f'ACIUnES.-The reqwnments of subseceon la, do not appty to-

-, Allnformaaon HrY\C:es: or
-, 8) MI'Y\c:n or faallues that support the transport or ,"'"ching of C1:

municauons for pnvate networks or (or the sote PW120se of int.eROnnecc:
teiecommurucauons carners.

-'3l £~CRY'P'MON.-A telecommunications carrier shall not be rn~nslbie

decrypu1'1C. or ensunng the government', ability to ciecf"Yl't. any commumcas
ellC1'Yl'teG by a subscnber or customer. uniesa the enc:rypuon was pro",aed
the camer and the camel' poueues the informauon necessary to aecn"pt
commurucaaon.

"tel £MEROENCY OR. EX1CE~"T CIRCt."MSTANCES.-tn emergency or eXllent
CUZZ1stances I including tholl descnbeci in secucns 2518 I 7) or I 11\4 b I and 31~ of'
utLe and secuon 18054e. of tiue :50), a carrier at Its discreuon may Nlfill its r~,
51bilities under SUDMCUon 1&It 3) by alloW\nl rnorutonn; at its preauses if that lS
only means of accomplishing the lnten:epaon or ac:cess.

-td) MOBILE SEIlVlCE ASSISTANCt REQUlROtENTS.-A ulec:otnmunleatlons Cal
ofterinl a feaNn or Mrnce tha~ allows sublC1'1ben to roedinct. huci off, or as
their win or ellCU'ODic commwucaaons to another HrY\c:e area or another set
pr'QV\der Of to uWize faciliti.. Ll1 another MMee uta or of aaather MI'V\c:e p""
shall ensun that.. when the carner tha~ haa been prOV\d.ing asilltanc:e for the II
C.paoll of wire or eieca'Oruc eommwucatioDS or access CD call·idenufy'inlln!omu
Pur.N&Ilt. to a coun onier or lawful authonzauon no longer hu ac:cetll co the COil
or such commumcations or ca,U·'denufying InformatiOn Within the HMce a.n
which il1~uon hu bela oc:cuml1l u a rnuit of the sUDscnCer', UN of su
r..cure or Mrnce. uUormauon IS mllde avallable to the lovernmea~ Ibefore. du
or immed.iately at\er the transfer of such commuDlcauonsl \denufy;nl the 1'1'0'
of win or electrotw: commu.rucaaon Hl"YlC'l that has acqw.red access to the call
nicauODS..
.., 2803. Notie- 01 capacity require.eng

"'al NancES OF MAxIMUM AND ACTUAL-CAPACm REQt:lREM&h"T!.-
-t 11 IN OENERAL.-Not later thall 1 year aBer the daY of eaacaDellc 01

chapYf. a.ftar cOlllultinc With State &Dei local law emorctlMllt. apna.el.
commumcaaons camers. providel"l of teiecammwucauonJ suppoft serY\CI'lI
muufaetu.ren of te!ecommumc&uons eqwpment an.ci after nouce ancl com:
the AUOmey Geaeral shaJ.l publish in the Federal RfI\IUI' au pro'V\ae I

propnay teiecammwucaaons camer aslOCiacioDS. 5taDciarci·Mmq Of'll
aollS. and for a-
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"1 A> nou~ of the m'nmum ea~acty reqw.nd to aa:oaunodate all of the
eommurucacon tnterce~aoD.l. pee ~n. aJ:1d tra~ ana trace devu:es that
the Attarney Generai esum&te5 that. ~ent. agenaes iuthon:e<1 U)

co!:duct electroruc surve1lla.Dc:e may eonauct 1J1c1 use sunuh.aneousty: and
(8) nauee of the Dumber of eommwucauoc interc:e~uon.s. pen ~sten.

and tn;! and trace deYlCl!S. rel)reeDtU1I a portloa oC the m.umtum ca~aaty
set. forth uncler subp&raI'Z"Bpb IA>, that the Attorney Genera! eswnac.es that
government agenCleil authonud to conduct eiecuoruc surveillance may con.
duct and use sunultaneously a...tUr the d.ate that 15 " years aft.er the date
of enae:u:nent of this chapter.

-'2) BASIS OF NanCES.-The nonces 15SUed under ~arqnph • 1\ may be based
upon the t)1)e of eqwpmeDt.. tyl)e of sel'Y1ce. cumtler of 5uoscnben. ge~ph.lc
lacaaon. or other meuun.

·'rb. COMPLlA.""Ct Wrm CAPACm NancES.-
-, 1) INInAL. CAPACrrY.-Within 3 years aft.er the publicauon by the Attorney

General of a nouce of ca~ty ~meDt.a or WlthiD 4 years after the date
oC enactment of this chapter. whichever lS loqu. a te1ecommurucauons camer
shall ensun that Its systems aft capable of-

-, A) expandin.g to the mnucum capacity set forth in the nouce under
subsecgon la)( iliA): &.Dd

"18) accommociatlq simultaneously the number of inU!rc:e~tl0ns. pen ~I
in.n. and trap &I1d traeI devlces set forth 1.D. the nouce under subsecuon
(U1K8l. .

"(2) EXPANSION TO MAXDIU'M CAPACnT.-Att.er the date descnbed in J'an
graph t 1>. a teiecommumcauoD.S c:.a.rnu shall eGllUn W\ it can accammodate
exped.iuou.sly aDy 1.D.e:reue 111 the Dumber of communicauon lQUf'Ctpuons. pen
teI1Sten. and tra, LtXi trace Ce¥ll:::In that auchorizMi apnea may weil. to con
ciu~ anci use. u~ to the m'pmum ca,.acy ~Ilt. 5el fonh LD the nouce
under subsecUon (aX lXA).

"I ct NancES OF fNCKZ.A.SED M.Ax:DIt1W CAPACtTY' R,£Q(JtR,EMDn'S.-
'O( 1) The Attarrley Ge..n.1 sha.U penociica.1ly pnmd. to teieeommumC&uons

earners wnttall DOQCe of &IIy r.a aU)"~ in the m'mmum capacuy ~
qwnmellt sal forth in the aac:u:. um:lVSUDU =aDO (al( lXA).

"'t%) Within 3 yean aftao ~,,;q wricell DOCice of ia.creued C.'&CltY re
~m.nuuncier~'h (1). or WlthiD sud:L loacw time penoci u the Attar·
ney GeurU may s • a Uli8cDllUDwUcaQOIIII c.unu shall ensure that tts sys
tems aft capable of ezpandinc to the iDI:re&IeIi m'1Dm um capacaty set forth m
tM now:e. .

""'2804. S,..1lU MCUrity aIUllDleCritJ
..A taiec:Dmmumc:aUOIIII c:.a.rrier s.ba1l easun that &11" cawe oniereci or lawfully au·

thonzaci intalft,uOD of call1lD1IDic:aQOGa or aa:eu to ca.U-idlatUy;cc lnformauon ef
r~ WlUWl ita n'\teb.iz2c Drem'IM caD be acQ-,at.eel Daly Wlth the atBrmauve mter·
YeaDon of aD. mcii~ciual o~ or~&o,wof tha e.am-.
• , .... COOpefttioa of eqat.....* ...atac:caren &Del provtclen of tele

coaaaaicadou nWlpon ....w.-
"fa) COHsu'LTAnClf.-A. hfMT"'mwaicatioDa carri.. sball coDWlt. U neee 'ary, in

a timel,. fubioll widl mu1lfact:u'n!n 01 ita t'll_mwW:aQQQI trln'III".OD &.ad
swit.ebiDc equJ.ltlDeD&~ itap~ at tal~am:m~QQ~ support ~ees Cor
tbe p..,.. oC idaat:ifJi.ac aD.~ ....... t1r eqw.pmellt. i.Dclu~~ ana soft·
...... tAa\ may nquin mocD.Latioll ItO u to permit ~iiaDca Wlth tbia cha,c.er.

"tit) MODIJ'ICA'nClf OF EQUIPIIDn' AND Samc:r.a.-subjeeC to MCDoIl 2607(c). I
~ al ~Iioaa t:z"8Dm_. 01' ....tehiDc ~1MIl~ &D4 •
pra'ricte of ~UDicaQoaam':f:-'~ sball. 011 a na~l1, cime1y buu
UlIl a' a ,....,.b.. c:b.arp, a'f'8.ilaWe to tha tah .mumcaQODa cam.,umac ita equq...... sa._ nch mDlldaaoaa u an DM ...., to ,.rIDII wei
camen CD compl,. widl thia~•
• , ... Teeiul.ica1~. &lid -ad·.... --.i08 01 eoa1'Uuc

cIUI
"fa) SAn 8#....-

'"(1) CoN.m.TATIQH.-To .-an toM efldM& ... iUuCr7-wiM jm'.......
tiaD of the ' ••Dee ...",W'it;y~cawadIIr. an.a 2802. t.ba AaDnII
GeMra1. i.D. caardiut:ioll 1ridl oeMI' F..s.ru. StatI. .. local law .1IfIoI_..-ci_. shall COIIIIU1t witb apiAopriUt u .....,aM 1taDGard~RII
DDaQoa of tM~aaa.iDCbJ.., .. widl~I&,"-01..
ottelemmmwW::aGoaa ..... aDd t";1jti_
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-(2) COMPt.!A.'iCE: t:~D£R ACCtPTtO ST......... OAROS.-,-\ teieeommunlcauoru carr
shall be fcunci to ~ In eom::uanee WIth the .wSlsunc:e ca1)lc\Utv ~Ulrem~1
under secuon 2602. and a manufac:tW'er o( telKOmmurucauons iraruml!!lOn'
sW\tcnmg e-qwpment or a pMV1aer of telecommUnicatIons sUl'POrt semees ~r
be founa to De in com?hance Wlth sectIon 2605. If the camero manu!actute-r:
suppon semce proV1aer IS In comphane! Wlth pubiitiy avaliabit tee:nnlc~

qwrements or stanaards adcpua by an Industry aS5lXlatl0n or sunciarc1.!~tt
orgaruzauon or by the CommIssion under subsectIon I bl U) meet t1lt reoqui
ments of sectIon 2602.

-'3) ABSENCE OF' ST....... OAADS.-The absence of techrucal r~Ulrements
standards for imptement1ng the assistance capaCllltY reoqwrements of seCt
2602 shall not-

"( AI preciude a carner. manufacturer. or ~l"\.,ces prc",der from depio..·
a technOLOgy or semc:e: or .
. '" Bl reheve a carner. ::tanufacturer. or servtce ,,","'der o( the obhgat.
lml)Oseci by sect10n 2602 or 2605. as applicabte.

"fbl FCC At,:molUTY.-
-f 11 (s OESERA1..-lf inciustrY associations or Standard·setun, 0r'1anl%i"tl

fail to ISSUI teChrucal reqw.rements or stanQards or \f a govemment aienc,
any other person believes that such ~qwrementsor nanclanis are cleficient:
agency or person may peuuen the Coaums'lon to e5tabiish. by· nouce ancl c
ment rutemaking or such omer ProcHC:iiZ1i' as the CommlSslon may be aut.
lZe<i to concluct. techmcal N1qwrements or nanclarcls that.-

'" Al meet the ulisunee capability reqwrements of section 2602:
", B1 proteCt the pnvacy ancl 5eC\Ulty of commu:ucauons not authonze

be Internpted: and
'" C) serve the polley of the l:nited States to encourage the P",Y\S10

new teChnoiolles anei se",eel to me publlc.
~(21 't'RA.NSITtON PERlOD.-tf an tnclusU"1 teehrueal requirement or standa.!

set aslcie or sutlPlanted as a reswt of COllUSUSiion ac:aen under this tecuon
CommlSsion. aRar consuJ.tit.uon wtth the Attomey Genent. shall eswlish a
50nable tUlle ane COftc:Uuons for compllanctt wtch and tht tnDlllUOn to any
3tanciani. inc1uciinl cieflnin; the obligauons of telecommwucauons car
UDOer secuon 2602 ciun~ any transluon penod.

"fel £X'tt.~SlON OF COMPL1A:..CE DATE FOR f'EAn.rKES .\....0 SERVlCES.-
-, 1) P!'TtTtON.-A telecommunicauonl c&mer ProPOSlnl to a.pioy. or h2

de,,10yeci. a feamre or servtce within 4 yean after the daw of enactment 01
cna"wr may peuuon the COmDUSllon for 1 or more exUnslOns of thl dea
for com"l)'1ng W\th the assIstance capability reqw.rements uncier secuon :

~12) GRouse FOR EXTtSSl0N.-Th. Caauzussl0n may. aCtar alTonhnc a fu
portUlUty far heanng anei after consuiuuon Wlth the Attorney General. i
an enenSlon under this p&n1'l"lph, if the COrrunlSslon determme, that co
anel Wlth the alslStance ca~aaility requirements under 5KUon 2602 lS no,
soMaly awevable through. appucauon of technokOC' available Wluun the
pliance penoa.

~'3) LENGTH OF EXTtNSI0N.--An enension under this puacra"h Shall e
for no loncer than the earlier of-

"fA} the clate det.emuned by the Commission as necess.". for the c
to comply W'lth the aUlStance capability reqwnments unaer seetlon
or
. "C81 the date that IS 2 yean after the aate on which the elRens
puted.

"t4. AJ'PUCASIUTY OF Exn:SSION.-An extension under this subseetlon
a"pi, to only mat part of the carners bUSiness on which the new feat1
semn is used.

.., 2807. EDloftelllenl orden
..(aJ Et.TORCEME~'" BY Cm:RT ISSt!l:iG SURVEILL.\.'iCE ORDER.-If a court au

inc aD intefte1)Qon uncier cha"ttr 119. a Staw statute. or the Fonlp lnuil
SW'V"illance Act of 19;8 150 t.:.S.C. 1801 et seq. I or authonuQC use (of a ~ft r
or a ua" and trace device under chapter 20601' a State statute findl tnat
commumcauons camel' hal failecl to cOIII"ly W1th the reqw.relllln~.In thlI e1
the court may ciincc that the camer com,,1y fOrUlW\U1 ancl ma, wect that
'liar of suppon. semces to the camel' or the manuia~.of the camer s
mission or switchina equipment fumish fonhW\th moawcauoas n.ecesury
cuneI' to com"iy.

ibt ENFORCE.'Io-", t:PON ..\JIPLlCATtON BY A1'I'ORNF.Y GENERAL-The A
General may a",,1y to the a"pro"naw United Stata dismct coun for. and ttl
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ed States ctistnet COW'tI shall haw iw'isciictiou to isue. an order ciirecaftl that ~
telecommunlcaaons earner. a manuiadu:rv of t.e1eeoemumcaaons traa.sDUSalon 01

sW\te:hinc t'qW~ment. or a PI"OVlQU of teiecommumcaa.oas su~pon. Mmces tQml)l~W1.m this cn."ter.
"re) GROUNDS fOR lSSUANCE.--A COW"l shall i.sBua an onier W1der subsecuon fa

or \b) only If the coW't finds tha~
"'11 a.l.cernaave technologles or ca~abwties or the facilities o( another eame

are not reuonablyavailable to law eDiorcement (or tmplemenul1l the lnten:ep
tlon of commUn1cauons or aClCll!Sl co call·idenciyiq uUorm&aon: and

·l'l) c:om"iiance Wltn the reqwnments of this chapter IS realOnably achievabi
through the a!)!)lieaaOD of ava.aU.ble technolCV to the (eature or !ervtCl at lSSU,
or wouid have been "&soYa!y achievable if =.1y &CUOD had been wen.

"Itt' TIME FOR COMPUAI'ICE.-Upon lSIU&DCe of all eAioreement order under tiu
sectIon. the court shall slMlCiiY a nuoaab1e am. aad conditions for tom~iYltli W\t
Its order. coftSldenni the looG faim efforts to com~i1 in a tuneiy manner. any ttTee
on the earners. manu{acauer's. or MI'\'lce pnJY1awl ability to caDunue to do bus
ness. the dell'" of cuipabi.lity or. delay ill~ etlorts to compiy. and suc
other macurs U Jusace IDaY reqwn.

·'el LlMlTAnON.-AA onier UDoCiu this MCtion ma., not rerquin & teiecommun
cations camel" to meet the ~rameDt'ldelD&Dcl {or inteJ"t'e~uon of COlNnuftlcauor
and acqwsluon of call·ideDtifyirsc Laion:a.atioD to U., esteDt In excess of the (a1'U11
for which nouee hu been Ilnmclecl UDCier seetiQn 2603.

"CO CML ?!:NALTY.-
. .( 1) IN CENERAJ--A Court iuuiDc an order UDder this section apinst a tet
eommurucauons camero a maDwac:auer of te1ecalDmUAicaaons transzzusslon I

swnciung eqwpment, or a prvYider of t.e1eclD<m muDic:aaoas SUpport MrnCft ml
impose a CIW penalty o( up \D S10.000 pel' day (or each day 1ft violation a1\
the tssuance of the onier 01' aAer suda futun dal8 u the court may speelfy.

·12' CONsIDERAnOH5.-lo det.erlDilliDc whem. \D impoee a tine aDelln dell
rnirunllts amount. the cauz't sbaU tab iDeo aa:Dllll~

., A) the naasn.~ aDA asa. of the violation:
·C Bl the V10laWI ability to pay. tM .-io&aWI cODd faith e«'ems to cam1

ill a timely m&D.Del". all' .K. 011 tha violator's ability to continu. to
business. the aeene of ~.bi1jty.&Dd the leqtb o( au., delay In undert:
iDa etTortS \D comply; UMi

'"re) such other matten ..~ requin.
'"f3) CML AC"nON.-The ACtor'My may 61e a c:i'Yil acaon in the ap~

priate tJnitecl Stat.B diatnct CDIII'l to c:aUect. aDA the UDitecl States cUstl
comu shall have )Ul"isIticcioIl co im... such fiDeL

""2801. Payment ot ca.&a of tel..,..lIIIicaliou came" .
'"tal EQUIPMENT. FEA11JR.ES. AHD SDYlCES OULoYED BEFORE DATE OF ESJi

~ENT: CA.PACm COS'TS.-Tbe AttonIeJ Geaenl shalL subject to the avlJ1abl1it~
appropnauons. pay talecommumcaaoaa c:arnan (<< aU reuonaDle cosu direcuy
soaateei with-

..(1) the mociiticaCiou performed by carrien prior to the eft'ldive date o(
tiOD 2602 or pnor to tM ~tioIl 0( aD., ezr.eDllioD graDteci uncial' sec
26()6(C) to establish. with ,.pea to ~_Dc.. feacu.ns. aDCl ...-m.. depLc
before the date o( eDaCQDellt 0( thia chap~. tbe capabilities Deeesu.ry to c
ply with HCtiOD 2602: .

"(2) m.Gna the m·zjmw:a capacity requirements set forth In the nt
WIder MCtioD 2603tal( 1)( Ar. ucl

"(3) eJqluctiDc em.stiDc faaliti. to .a:mnmodate simultaDeotHl, the nw
oC in~ona. pea~ a.aG trap aDG true de¥ie:tS for which nouel
baeD pnmdecl uDCier secuon 2603Cal( U8).

'"fb) EQUIPMENT. FEAnJ'R.ES. AHD SDYlcr.s O£ll'l.OftD ON OR. AITEll DATI: Of

~)iNGENEJW..-lt CGlDltliaDel ,nth tba auiataDce c:a,uility nquimI
of sectioD 2602 is Dot naM""bl, adlinable with i_pea to ~meftt. rea.
or semces deployed OD or afte t.be elate ole~t. oC tbia cu,car. the J
ney Geaeral. OD .""licaCioD oC a t.l.nnm~UDK&aaDa camero .ma~J:~the
communications camer r-von''''' caaa d.irecd, "MeI'. WIth ftC
pli&Dce. . --...:..........._ .

"(2) CONSmDA'nON.--tD~ wiIether caIIlpb,~~UI W18' ....

ca,uility requinIMllca 01 MCIiaD 280:1 is ,.....bl' .c:hiftaWa WleA "'!I'
aD, eqw,menl. {ealUn. or ..... .,.,.. the dace o(e~&of this
tar. coDSicieraaaD shall be II'" to &he lime wbItD the eqw.PIDlIlt. r.atu
serYlce wu de,loyecL .



"leI A1.LOCATtON OF' Ft.~OS FOR. P.'~tS'T.-7he Attorney General snail .;~ocau
runes appropnate<l to cam OUt ~''Us cnap~r 1n acconiance Wlth law enior"el!ment
pnonues ci.~muned by the Attorney Genera!. .

"ld) F.&Jl.L'RE To~ P.W~E:-'l WITH RESPEC't' To EQt:lP~t:-.'T. rtAn:PJ:S.,-"o
SERVICES OEPLOY'ED BEFOR.[ DAn: OF' E:-iACNE:-''T.-

"r 1) CONSIDERED TO BE l~ COMPlIA.""CE.-t"nless the Attorney Genen.i has
agreed to pay the teiecommur..:cauons carner for all rusonable costs cllreeuy
assocIated W\th modifications n~es5ary to bnng the eoqwpment. feature. o'r
semee Into :lctuai compliance .....,th those ~~w"ments. pl"OVldeci the camel" ~a5
~quested payment 1n accordance W\tn procedures promwgated pu~uant to !uo·
~ect1on te'. any eqwpment. feature. or sel"V'tce oi a telecommunlcauons camel"
depioyed before the date of enactment of this chapter shall be con!1au~d to oe
In comphance W'\th the assistance capability reqwrements of !Kt10n :':602 '.lrue!!!
the eq\upment. feature. or ser"l'ce LS replacec or 51gnnicanUy upgraQec or other·
Wl5e undergoes major mociificauon.

Mr2l LIMITATtON ON ORDER.-M order under !tcUon 260; shall not reqUl~ a
telecommurucauons camel" to modify, for the pU1";lOse of Comf,lLVtng W'\th the .as
ultance ca~ability reqwnments o( secuon 2602. any eqwf,lment. feature. or
semce deployed before the date of enacunent of thiS ..:ha;)te!' unless the Attor·
ney General has agne<i to pay the telecommurucauons carner for all rusonacle
costs directly assOC1a~ Wltn mociificauons necessary to bnng the eqwpment.
feature. or seMce into aCN&! compliance ...,ti\ thOH reqwrements.

"le l PROCEDl:RES ........0 RECil.i1.AnONS.-Norwlthstanctini any other law. the Attor·
ney Genera! shall. aiter nouce and comment. establish anv proc:eduns and feg'U1a
nons deemed necusary to etTeauate umely and cost-einc1ent f,layment to tele
commurucauons carners for compensable COlts Inc:wTet:i under this chapter. under
cha{)ters 119 and 121. and under the Forellll intelligence Surveillance Act of 19'76
f 50 C.S.C. 1801 et Seq.l.

"to OtSPl...n: R£SOLL-rTON.-:r there is a dispute between the Attorney Genera!
and a telecommurucauonJ carner roep.rdiZll the amount of reasonable costs co be
pale under subsecuon lat. the c1ispute shall be resolved and the amount determIned
1n a proceeding Inluated at the COamU5I10n or by the court from which an eniorce
ment onier 15 souiht under secaon 2607....

Ibt TECHNICAL A.\lE:'lOME!'t'T.-The pan analysis for part I of title 18. t:':uted
States Code. 15 amended by inMrang aAer the l~m relaung to chapter 119 the iol·
lOWlfti new Item:
.,..Tel... .M CUftPI' .._ to" Ge..m__ _ ••.

sa:. 2. AlJTBORIZAnON or APPItOPlUAnoNS.
There are authonzed to be apprapnateei to carry out sect10n 2608 of mie 1S. t:' nn

eel StatesCodl. as added by secuon 1-
(1) a total of 1500.000.000 for fiscal years 1995. 1996. and 1997; and
12) such sums .. are necessary for each flSCal year thereafter.

such sums to rem&U1 availabie unuJ. eXl>tnded.
DC. a. U iiChVE DATZ.

(a, IN GEHEIW..-£zcept as provided in parqraph (2). chapter 120 of mle 18
t:nited States Code. as added by secuon 1. shall take effect on the data of enactmen
of this Act.

(b. AssISTANCE CAPAJUUTY AJ'D SYSTEMS SEClJ'R.m A.~O INTEt:i1UTY R!:Qt:1RE
MENTS.--s.ctioDi 2602 and 2604 of titll 18. Uaiteci Statel Cocie. as addeci by HCUOI
1. shall taka effect on the date that 15 " years at\er the date of enacunent of thl
Act.
sa:. ~ alOIn'S.

(a) RuoIn'S BY THE An'ORNEY GESERAL.-
(1) IN CDIERAL.-on or before Scwember 30. 1995. and on or before Soverr

be 30 of' each year for 5 yean thernft.er. the Attorney General shall subm:
to CoDIftU eel mue available to the pubuc a re,on on the amounts palO ow
in; the pJ"lCllCiinr fiscal reU' 1n payment to talecommurutauons cuners uncb
section 2608 of title 18. t,; nited States Coell. as added by HCQon 1-

(2) CONTENTS.-A ",ort under pan-graph t 1) shall indud.-
(A) a dltailed ac:coununr of the amounts pUd to each camer and tt

teehDolOU. eqwpment. feature or ler'Y\ce for which the IJDDWltl wire pal

a~l projections of the amountse~ to be paid in the curTlnt fisc
year. thl' eamen· to wnich payment is ececteei. to be maGe. and the tec
noiolin. equipment. feaNrft or serYl«:eS lor which payment 15 expected
be made. -
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(bl REPORTS BY 'mE COMPmOtJ..tR G£Sl:RA.l--
(1) PAYMEN't'S FOR MODIF1CAT10NS.-on or be{o,.. April 1. 1996. and ~nl l.

1998. the Coml)uoUer Gener"lll of the t:1Uteci States. after ecnsuhiuon W\Ul the
Attorney Genenl and the talec:ommwuc:auoc.s Industry, shall SUDWt to the
Congress a report ret1ecung lts anajYSls of the reuonableneSi and cost.i&cIaw
ness of the payments maae by the Attorney Genera! to telecommuruC&uou car.
ners (or mociifieauon5 necessary to ensure complianee wtth chapter 120 of title
18. t: nited States Code. as aaded by Henan 1.

12) COMPt.lANC£ COST tsTIMATES.-A report under paragraph t 1) shall iadwie
the findings and eonc:iuslons of the ComptrOller General on the COSls to De ID'
curnd after the coml)liance Qale. lnc:.ludina Pro,eet1ons of the amounts~
to be ll'lC'Urred and the t«hnoi~es. eqwpment. features or semeel for wiuci\
expenses are expecteci to be lnc:urre<i by telecommurueauons came" to comply
W'\th the asslstance ca~ability reqwremenu In the fU"St 5 yean af\.er the ed'ec.
uve ciate of HCuon 2602.

HC. So CORDLESS TEUPRON1:s.

I a, D£FtSlTtONs.--Sect1on 2510 of title 18. United Statet Code. is amended-
( II in paragnp,h ( 11 by stnkin« "but such term cion not lnc:lude~ and all that

foUows through base unit"; and
12) in paragraph c12} by stnkin( subparagraph 4A) and redesignatiDc sub

paragnphs (8). Ie). and tOl as subpanrraphs tAl. 1St and ICI. res,.anely.
Ibl PENALTY.........secaon 2511 oftitle 18. United States Code. is amended-

( 1). in subMC'Uon t4JIblCil by lnteraD( ·a eonilesa taie~hone communicaaon
that lS transmuted betw..n the eorcile'l telephoDe hanciset and the base WIlL•
af'-r ·cellular telephone commumeauon."; aDd

12\ in subsecuon t4vblCul by lnHninc •• cordless tele~hone commUDir:aaon
that 15 transmuted betweeft the eorciles. talephoDe handset and the base Wllt.·
after ·ceUu.1a.r telephone commumeation.".

SEe. .. RADIOoBAam DATA COIDIUNICAnONS.
s.cuon 251()( 16) of title 18. United States Code. is ..eftded

( 1) by stnk.inc ·or" at the enel oC subparqrapA to>:
121 by msertlDl ~or" at the end of SUbparalftPA (£1: and
13) by inMrtlDl after suD'ParapoapA tEl the followtnr new subparapoapb.:

"e F1 an electr'ODic commw:ucauon:"
ac. 1. PEN.u.na roB MONITOIUNG RADIO COIIIIItlNICAftONII 1"BAT AU T1tAl'H'I1ED

t..'SING MODUU110N 'ftC1lN1QtlD W1TIl NOHPmIUC PARAMETnS.
Section 2S1114Mb) of title 18. tJaiteei Star. code. is amended by smkiDc "or

encrypted. then" ami inMrt1DI ". encrypted. or traIWIUtteci uSing modu1auo~ Iedl·
ruques the .SMntial parameten of which haw beeD WIthheld from the pubiir Wttb
the intenuon of Pnser'V\DI the pnvac:y of such communication~"

He. L TEC'llHlCAL COKaCnOH.
SectlOD 2S11(2}(al(i) of titl. 18. t.:nit.ed Star. Code. is amended by sU'i.k:iDI~

in the U'aD.m,won oC • WIn commumCAuoD" anA inMl'tUll ·used Ul tbe U':III5
misliOD of a W1I'W or elecuoDic commumcatioD".
szc. .. 1"IIAUD1JI.KNT AL1'ZBA1'1ON Of' COIIDIIJlClAl. MO.u.& RADIO INS'nUJMl:N1's.

(a) OfTDISL....s.ctiOD 1029(.) oC title 18. Unitaei Sta_ Cod•• is amended
( 1) by strikiDc '"or" at the eDel o{ parqnpA 13); aDd
(21~=nl aftft parapph 141 the (ol1owinl"new pa.rqral'hs: .
"(51 . 1)' &.Dei wath inteDl to defraud ~. produces. tramcs IlL bas COD-

trQl or eustody of. or l*.... a telacommunicatiODl LasU"WZlenl that baa DeeD
moclWeci or altered to ObWD unautbonzecl UM of te1acommUAlCAuona .has:
~ .

'"(8) kDowllll11 ucl with inteDl to defrawl ua.. produces. trUBcs ID.. ..~
~oragudyotor~....

"(A) a acenniDi receiver: or . '
"(B) hardware or software u.-d for altariDI or modifyiQl toe. U ' Wlnle

C&liODS iosU'UmeDtlI to obtain UDAuthon-a acceu to te1acollllD"....1WIS
MrIlC&l.... ....l_ .' • d b

<b' PDw.TT......s.caOD 1029(c)(2l o{ title 18. Uaited Statas C-. IS .m Y
stz'WDa "( aX 1) or (a)(4)" aDA il1MR1Dl '"(~) (U. (4). (~). or (6)-. C-.l_·' .-0

Ie) DUlNmOHS.--s.caOD 1029(.) oC title 18. t1Dl~ States ~~~
(1\ in puqnpb (1) by inaenlDl "eltcU'Omc Mria1 num.bar.~e I. I HIlca~

tioa number. perional idantificatioft number. or oebar .taiecomm~aa.Mn'
ice. equipmeD\. or iDSU'W:DaDt Identifier." aa. '"aCCOWlt number. ;

12> b,IU'ilCD1"&.DCl- at the end of parqrapb (5);
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r

d
3l by stnking tne penod at the end of paragraph' 6. and ~n!ertlni - . .lnd"

an
•41 by adding at tht end t~t ialloWlng new paragraph:
-(7) the tennscanrung rl!!'Cel\"er means a deVIce or apparatus that can ce '.Jsed

to lnun:ept a Wll'e or tltctr-;,rue eommurueauon In V1oiauon or" chapur 119.-
SEC. 10. 'T1IA:lISA.CTtONA1. DATA.

tal D1SCLOSt:RE OF R£cc)RDs. ~ctlon 2703 of title 15. l"ruted States Code. 15

amended-
I 11 In SUbHCtlOn I c ~ 1""-

, A I ln subl'aragraph ' B ""-
,I' by 5tn.it1ng cLau.se 'I': and
1111 by redeslgnaung clauses '11'. '1ill. and 'IV' as dause! '1'. ·Ii'. and

'lil'. re!pectlvelY: and
I B I by adding at the end the folloW\ng new subparagraph:
..(Cl A proY 'l(ler of electrOniC commu:ucauon 5el'Yu:e or remote com=ut1:l;

seMce shail disclose to a govemmenw enuty the name. addle!!. teleonone
toU billing records. and len;th of sef'Y1ee of a subscnoer to or custGmer of
such semct and the types of seMees the subscnoer or customer utwzed.
when the goyernmtnw enutY uses an admuustrauve subpoena authonnd
by a federal or State statute or a Fe<ieral or State frand Jury Of mal suo
poena or any means aVlI1iable under subparagraph I BI.": and

I 21 by amending the rtrSt sentence of subsection f d I to read as foUows: •.\
court order for disclosure under subMcuon lbl Dr ICI may be lSSUe<i bv any court
that 15 a court of cempetent JunscUmon dncnbed In SKuon 312&211A' ~nd
shall issue only If the govemmentai enuty otten lpeafic and a.rtsculable faas
shoW\ng that there are reasonable grounas to beUeve that the contents of a W\t'e

or elecuoNc commumcauon. or the reconis Dr other tnformauon sought. an rei
evant ana matenal to an 0nt0lng crumnai invesugauon:·.

lbl PES REClSTERS A."iD TRAP A.."iD TRACE D~'CES.--secaoa 3121 oC title 18. t:e.tt
e<l States Code. 11 amendeci-

11\ by reaeslgnaung lubHCtion Ie) as subsection ld): and
12) by Hlamnl after !ubsecuon I bl the folloW\ng new subsection:

'"tCI L.Ufrr.,noN.-A goyemmeat apDCY authorized to Install and use a pen rt"!
ister under this chapter or unaer State law. shall use technology reasonabl,. 3\"lU
able to It that restnc:ts the recordiftl or decoding of electromc or other unpu.Lie5 lO
the dialing ana Signalling informauon utilizeci in call processing'-.

1. St.;.t~y .-\..'-:0 Pt.'"RPOSE

The purpose of S. 2375 is to preserve the Government's ability.
pursuant to coun order or other lawful authorization. to intercept
communications involving advanced technologies such as digital or
wireless transmission modes. or features and services such as call
forwarding, s~ dialing and conference calling, while protecting
the privacy ot communications and without impeding the introduc
tion of new technologies. features. and services.

To ensure that law enforcement can continue to conduct author
ized wiretaps in the future. the' bill requires telecommunications
carriers to ensure their systems have the capability to: (1) isoiate
expeditiously the content of targeted communicatio~s transmit~
by the carrier within the carrier's service area: (2) .lsol~te expedi
tiously information identifying the origin and destln~tlO~ of tar~
geted communications: \3) provideintereepted communICations anc
call identifying information to law enforcement so they can bE
transmitted over lines or facilities leased by law enforcement to ,
location away from the carrier's premises: and (4) carry o~t inter
cepts unobtrusively, so targets are not made a~are of the. Internp
tion. and ina manner that does not compromIse the pnvacy aJU
security of other communications. The bill allows industry. to de
velop standards to implement these requirements. It establishes •
process for the Attorney General to identify capacity requirement!
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In recognition of the fact that some existtng equipment. sernces
or features will have to be retrofitted. the legislation provides that
the Federal Government will pay carriers for just and reasonable
costs incurred in modifying existing equipment. services or features
to comply with the capability requirements. The legislation also
provides that the Government will pay for expansions in capaclty
to accommodate law enforcement needs.

S. 2375 also expands privacy and security protection for tele
phone and computer communications. The protections of the Elec
tronic Communications Privacy Act of 1986 are extended to
cordless phones and certain data communications transmitted by
radio. In addition. the bill increases the protection for transactional
data on electronic communications services by requiring lawen
forcement to get a court order for access to electronic mail address
ing infonnation.

The bill further protects privacy by requiring telecommunications
systems to protect communications not authorized to be intercepted
and by restricting the ability of law enforcement to use pen register
devices for tracking purposes or for obtaining transactional infor
mation. Finally, the bill improves the privacy of mobile phones b,
expanding criminal penalties for stealing the service from legiti
mate users.

II. H!:A.RINcs
In the 103d Congress. the Senate Judiciary Subcommittee OJ

Technology and the Law held two joint hearings with the Hous
Judiciary Subcommittee on Civil and Constitutional Rights 01

March 18 and August 11. 1994. These hearings addressed the im
pact of advanced telecommunications services and technologies 0

the ability of law enforcement tD conduct coun-ordered eiectroni
surveillance.

At the first hearing, held before legislation was introduced. th
witnesses were Louia J. Freeh. Director of the Federal Bureau I

Investigation; William C. O'Malley, district attorney for Plymout
County, MA. and president of the National District Attorneys Ass
eiation; Roy Neel. President of the United States Telephone Ass
ciation. which represents local telephone companies ruging in 5i:
from the Recional Sell Operating Companies (-,mOC's") to 5m2
companies with fewer than 100 subscribers; and Jerry Berman. e
ec:utive director of the Electronic Frontier Foundation(WEFF'1. c
behalf of EFF aDd the Digital Privacy and Security Working Grou
a coalition of computer and communications companies. as well
public interest organizations aDd ulOCiati0':lS' _ _

The second hearing was held after the Introduction of S. 23 4

Again. Director Freeh. Mr. Nee!. aDd Mr. Berman ap~arecl a
presented testimony. Also ap~nl u witneuea were Huel i
wards, Director, lDformation Resources ManagementlGe~~ra1 G
emment, Accounting and Information Managem,nt Di"U~JOD. U
General Accounting Offtce· and Thomaa E. Wbeeler.- preSident a
CEO of the Cellular Teiecommunicatiolll Indu.atr1 MlOCiatiJ
which represents providers of two-way wirel_ teleco~mll~nicatic
services. including licensed. cellular. personal commwucations se
ices. anel enbanceci apecializecl mobile radio. .
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Written submissions for the record were received from AT&
Corp.. ~CI Communications Corp.. the Telecommumcauons Indt;
try A,ssoclation. which represents G.S. manufacturers of te;
~ommunications equipment. the American Privacy Foundation. t
National Sheri!Ts' A.,ssociation. the ~ational Association of Attc
neys General. and the ~1ajor Cities Chiefs. an organization of poii
executives representing the 49 largest metropolitan areas In t.
t:nited States and Canada.

III. SL"BCO~t~tI'M'::E: ACTI0~

On September 23. 1994. the Subcommittee on Technology a
the Law approved. S. 2375. with an amendment in the nature oj
substitute.

IV. CO~~rrrE£ ACTION

On September 28. 1994. with a quorum present. by record
VOte. the Committee on the Judiciary unanimously ordered the Sl

committee substitute to S. 2375. with technical amendments. to
favorably reponed..

V. BACKGROL~D A.~ DISCt:SSIO~

For the past quarter century, the law of this Nation regard
electronic surveillance has sought to balance the interests of 1
vacy and law enforcement. In 1968. the enactment of title III of
Omnibus Crime Control and Safe Streets Act of 1968 simu
neously outlawed the use of electronic surveillance by private 1
ties and authorized its use pursuant to a court order by law
foreement officials engaged in the investigation of specified type
major crimes. The Senate report on title III stated explicitly I
the legislation "has as its dual purpose (1) protecting the pM"
of wire and oral communications and (2) delineating on a unit
basis the circumstances and conditions under which the inter
tion of wire and oral communications may be authonzed." 5el
Committee on the Judiciary, Omnibus Crime Control and:
Streets Act of 1967. S. Rept. ~o. 1097. 90th Cong.• 2d sess. (t
at 66. --

Congress was prompted to act in 1968 in part by advancem
in technology, which posed a threat to privacy. According to
1968 committee report:

[t]he tremendous scientific and technological develop
ments that have taken place in the last century have ma~t
possible today the widespread use and abuse ofelectronu
surveillance techniques. As a result of these d~velopments
privacy of communication is seriously jeopardlzed by thesl
teclmiques of surveillance.

lei. at 67.
After 1968. teiecommunicadons technology cont~u~ to ch

and again Congress was required to respond leglSlauvely to
serve the bilaIice between privacy and law e~orcement. 11
Electronic Communications Privacy AI:t of 1986 ,64ECPA"). ~Ol1
extended the privag protections and the law ~nforcement~nt.
authority of title III to a new se.t of technologles ~dsemce5
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as electronic mail. cellular telephones and paging devices. Again.
the goal of the legislation was to preserve "a fair balance between
the privacy ex~tions of citizens and the legitimate needs of law
enforcement." House Committee on the Judiciary, Electronic Com
munications Privacy Act of 1986. H. Rept. 99-641. 99th Congo 2d
sess. 2 (1986) at 19. .

Law enforcement officials 'have consistently testified, as Director
Freeh did at the hearings on the bill. that court-authorized elec
tronic surveillance is a critical law enforcement arid public safety
tool. . . .

COSGRESS MUST RESPOND TO THE "'OIGITAL TELEPHONY" REVOLL"'IO~

Telecommunications. of course. did not stand still after 1986. In
deed. the pace of change in technology and in the structure of the
telecommunications industry accelerated and continues to' acceler·
ate., The resulting ~hallenges for law enforcement andpri.vacy ~ro·
tectl0n have sometimes been encapsulated un'der th~ ru~nc~dig1tal
telephony," b?t. the' issues. gt? far beyond the· distinction between
analog and digital transmiSSion modes. Some of the· problems en
countered by law enforcement relate to the explosive growth of cel
lular and other wireless services. which operate in both analog and
digital modes. Other impediments to authorized wiretaps. like call
forwarding, have long existed in the analog environment. Other
considerations, such as the increasing amount of transactional data
generated by the millions of users of on-line services, highlight the
ever increasing opportunities for loss1)f privacy.

In August 1990. Senator Patrick Leahy chaired a hearing of the
Senate Judiciary Subcommittee on Technology and theuw to
focus on Caller LD. technology and ECPA. At that hearing, Chair
man Leahy became convinced that d~velopments in the area of
communications technology required a'review of ECPA to ensure
that the privacy protections wtthin the statute had not been out
dated by new technology. Senator Leahy then asaembled a Privacy
and Technology Task Force with experts· from business~ consumer
advocacy, the law, and civil liberties. to examine current develop
ments in communications technology and the extent to wnich the
law in general. and ECPA. specifically, protects, or fails adequately
to protect. personal and corporate privacy.

After examining a wide array of newer communication media. in
cluding cellular phones. personal communications networks. the
newer generation of cordless phones. wireless, modems, wireless
local area networks CLAN's), and electronic mail·and messaging,
the task force issued a final report on May 28, 1991, recommend
ing, inter alia, that the legal protections of ECPA be extended. to
covpr new wireless data communications. such as those occumng
over cellular laptop computers and wireless local area networks
(LAN's). and cordless phones_ In addition. the task force acknowl
edged that ECPA wu serving well its purpose of protecting the pri
vacy of the contents of electronic mail, but questioned whether cur
rentrestrictiona on govemment access to transactional records gen
erated in the coune of electronic communications were adequate.

Consistent with the task force's conclusions and in view of the in
creasing impediments to the execution of lawful court. onie~ for
electronic surveillance. the committee has concluded that continued
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change in the telecommunication:; mdustry deseI"'Ve legislati....e at.
tention to preserve the balance 50"'5ht in 1968 and 1986. However.
it Lecame clear to the committee early in its study of the "digltal
telephony" issue that a third concern now explicitly had to be
added to the balance. nameiy. the goal of ensurmg that the tele
communications industry was not hindered in the rapid develoo
ment and deployment of the new servlces and technologies thilt
continue to benefit and revolutionize socletv.

Therefore. the bill seeks to balance three key policies: I 11 to pre
seI"'Ve a narrowly focused capability for law enforcement agencles to
carry out properly authonzed intercepts: \2) to protect pri".ac\" in
the face of increasingly powerful and personally revealing t·ech·
nologies: and (3) to avoid impeding the development of new commu
nications services and technologies.

THE PROBLE~: LEGISLATIO~ ~EEDED TO CL~lFY C.~RIERS' OL"TI' TO
COOPERATE

\Vhen originally enacted. title III contained no provision specifi
cally addressing what responsibility, if any, telecommunications
carriers and others had to assist law enforcement in making au
thorized interceptions. Shortly after the statute became effective.
the FBI asked a local telephone company to assist in effectuating
an authorized wiretap by proViding leased lines and connecting
bridges. The telephone company refused and in 19iO the Federal
Court of Appeals for the Ninth Circuit held that. absent specific
statutory authority. Federal courts could not lequire carriers to as
sist lawful wiretaps. Application of the United States. 427 F. 2d 639
19th Cir. 19iOt Two months after the ~inth Ci:-cuit decision and
with little debate. Congress added to 18 U.S.C. 2518<41 a provision
that now reads:

An order authorizing the interception of a wire. oral. or
electronic communication under this chapter shall. upon
request of the applicant. direct that a provider of wire or
electronic communication service. landlord. custodian or
other penon shall furnish the applicant forthwith all infor
mation.· facilities, and techniral assistance necessary to ac
·complish the interception unobtrusively and with a mini
mum of interference with the· services that such service
provider, landlord custodian. or person is according the
person whose communications are to be intercepted. Any
provider of wire or electrOnic communication service. land
lord. custodian or other penon furnishing such facilities or
technical assistance shall be compensated therefor by the
applicant for reasonable expenses incurred in providing
such facilities or assistance.

While the Supreme Court has read this provision as rec;uiring
the Federal courts to compel; u~n request of the Govemment.
"any assistance necessary to accomplish an electronic interception."
United States v. New York Telephone. 434 U.S. 159. 177 (1~7il. t~e
question of whether companies'have any obligation to ~eslgn thelf
systems such that they cio not impede law enfcrcement interception
has never been adjudicated.
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Indeed. until recently, the question of system design was never
an issue for authorized surveillance. since intrinsic elements of
wired-lined networks presented access points where law enforce
ment, with minimum assistance from telephone companies. could
isolate the communications associated with a particular surveil·
lance target and effectuate an intercept. 'Nhere problems did anse.
they could be addressed on a c:a.se-by-case basis in negotiations be
tween the local monopoly service provider and law enforcement.
(From a public policy perspective, such arrangements would have
had the disadvantage of being concluded without public knowledge
or legislative oversight.)

The breakup of the Bell system and the rapid proliferation of
new telecommunications technologies and services have vastly com·
plicated law enforcement's task. The goal of legislation. however. is
not to reverse those industry trends. Indeed. it is national policy
to promote competition in the telecommunications industry and to
support the development and wides~read availability of advanced
technologies. features and semces. The purpose of the legislation
is to further define the industry duty to cooperate and to establish
procedures based on public accountability and industry standards
setting.

The committee has concluded that there is sufficient evidence
justifying legislative action that new and emerging telecommuni
cations technologies pose problems for law enforcement. The eyj·
dence comes from three sources: the General Accounting Office. the
FBI. and the telecommunications industry itself.

GAO findings
In 1992. analysts from the GAO's Information ~anagement and

Technology Division interviewed technical representatives from
local telephone companies. switch manufae:turers. and cellular pro
viders, as well as the FBI. The GAO found that the FBI had not
adequately defined ita electronic surveillance requirements for in
dustry, but the GAO concluded that law enforcement agencies did
have technical problema tapping a variety of services or tech
nologies. including call forwarding, fiber, and ISDN. The GAO also
concluded that cellular systems could be tapped but that capacity
wu limited.·

The GAO recently conducted further work and testified at the
hearing on August 11. 1994. The GAO reconfirmed its earlier con
clusion that there are legitimate impediments posed by new and
emerging technologies. The GAO also concluded that the FBI had
made progress in defining law enforcement's needs in terms of ca
pability and capacity.

FBI survey
FBI Director Freeh testified at the March 18. 1994, hearing that

the FBI had identified sl)eCific iDataDces in :'fmc? law .enforcement
apneies were 'Precludecl due to ted!DolOl1cal l~pedimen~ from
fUlly implementing authorized electronic surveill~ce (!'lretaps.
pen registers. and· trap and traces). 1btt.Director testified 10 March
that an informal FBI survey or Federal. ~ta~ and ·loc:a1 lawen
forcement agencieshacl identified 91 such mCldenu, 33 percen~ of

.which involVed cellular systems (11 percent were related to the 11m-
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ited capacity orceilular systems to accommodate a large number of
intercepts simultaneously I, and 32 percent of which involved cus
tom calling features such as call forwarding, call waiting and speed
dialing.

Because the existence of a problem continued to be questioned by
some. the FBI recontacted law enforcement agencies after the
March hearing and identified further examples. In April 1994. the
FBI presented to the House and Senate Judiciary SubcommIttees
details of 183 instances i including the original 91) where the FB1.
State or local agencies encountered problems. This evidence was
presented to the subcommittee on the understanding that the de
tails would not be publicly disseminated. However, the following
chart summarizes the FBI's findings:

rtchnolo".ba.d probl~TM ,ncounttnd. by F,ckl"Ci.. Stale. and locci law ,nforc,men.t
ag,ncus

Total problems 183
Cellular port tapacity .. 54
Inability to capture dialed cii;i~ contemporaneous with audio 33
Cellular proVIder could not Intercept long-distance calls lor proVIde call Htup

u1formauolu to or from a targetec:i phone .
Speeci dialinro1ce dialin;rcall walung .
Call Corwarcbng '"
Direct Inward dial trunltgroup lprovider unable to isolate tariet's commu

ruations or proVIde call Mt-UP Information to the esc1USloa of aU other
customers I .

Voice mail I provider unable to pnMde accesa to the subject's audio when for-

Dici-:1~e~~~~=::r:: ~":~~ ·~··~_~~ti~~··;~;t~
with the tarKet to the ac:1usion of all others I _•••.............•..•....•..................

0theJ' 'includinr other ea1liDl feature. such u Call Back: and provider un
able to proVIde trap & trace information: to isolate the digital trans
DUSlions allOClated with I tarlet to the exclusioo. of all other eommuruca
nons; comprehensively to intercept commurucations and provide call set·
up uU'ormauoo.J ~ .

Industry acknowledges the problems
Representatives of the telecommunications industry now ac

knowledge that there will be increasingly serious proi>lems for law
enforcement interception posed by new technologies and the new
competitive telecommunications market. At the hearing on August
11, Roy Neel. president of the United States Telephone Association
and the chief spokesperson for the telephone industry on t~ issue.
wu asked by Senator Leahy if the time was fast approaching when
a great deal of the ability of law enforcement to carry out wiretaps
will be lost. Mr. Neel answered. "In a number of cases with new
enhanced semces. that is probably true." .

The industry maintains that ita companies have a long traditIon
of working with law enforcement under current law,to resolve t~h
nieal issues. However. with the proliferation of se~ces and ~e~ce
providers. such a company-by-eompany approach 1S becou\lng m
creasingly untenable.

In response. the phone companies and the FBI ha~e created an
Electronic Communications Service Provider Committee. througb
which representatives .of all the RBOC's ~ve bee~ meeting witb
law enforcement on a regular -basis to deY~lop ~olutl~ns te a range
of problems. The committee has created Action Teams on per
sona! communications services. wireless cellular. the "advanced in
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telligence network." and switch-based solutions. among others. The
chairman of the committee. a vice president of one of the RBOC s.
stated in a letter. dated March 1. 1994, and submitted by the FBI
Director during his testimony in March:

If meaningful solutions are to result. all participants
must first understand that there is in fact a problem. not
that one participant, .or one group of particip~nts. says so.
~ow that the Commlttee recognlzes the prooiems. it can
proceed to identify and develop appropriate solutions.

However, participation in the Service Provider Committ~ is vol
untary and its recommendations are unenforceable. As a result. the
Judiciary Committee has concluded that legislatlon is necessary.

LAW ENFORCEMEN"I' REQUIR£~E~"'S

The legislation requires telecommunications common carriers to
ensure that new technologies and services do not hinder lawen
forcement access to the communications of a subscriber who is the
subject of a court order authorizing electronic surveillance. The bill
will preserve the Government's ability, pursuant to COUrt order. to
intercept communications that utilize advanced technologies such
as digital or wireless transmission.

To ensure that law enforc:ement can continue to conduct wire
taps, the bill requires telecommunications carriers to ensure their
systems have the capability to:

(1) Isolate eXl*litiously the content of targeted communica
tions transmitted within the carrier's service area:

(2) Isolate expeditiously information identifying the originat·
ing and destination numbers of targeted communications. bU1
not the physical location of targets;

(3) Provide intercepted communications and call identifyini
information to law enforcement in a fonnat such that they ma~
be transmitted over lines or facilities leased by law enforce
ment to a location away from the carrier's premises: and

(4) Carry out intercepta unobtrusively t so targets of elee
tronic surveillance are not made aware of the interception, anI
in a manner that does not compromise the privacy and securit'
of other communicatioDa.

Coat
The GAO testified at the August 11. 1994, hearing that the co~t

of compliaDce with the foregoing will depend largely on the~
or standard. and technical speciftcatiODa, which. under the bilL WI
be developed by industry auociatioDl and standard-setting orpD
%&tiona in consultation with law enforcement.

The bill requires the Federal Government, with appropriatl
limda. to pay all reasonable COIta incurrecl by industrY cmtr d
nm 4 years to retrofit eziatiDI facilities to bring them int,o ~pl
ace with the interception ~ellta.The bill auth~~•. $5C
million for this PurpoM. In the nent that the $500 .million IS D
enough or is not appropriatacl. the Ifllislation provtdes that aI
equipment, features or· semc:ea deployed on the date of.euetmel
which pvernment doe. Ilotpay to retrofit shall be ~nal~erecl to '
in compliance until the equipment, f.tun, or HmC8 IS replac
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or significantly upgraded or otherw15e undergoes major mocilt.ca
tion.

After the 4-year transition period. which may be extended an ad.
ditional 2 years by order of the FCC. industtj· will bear the cost
of ensuring that new equipment and services meet the legislated
requirements. as defined by standards and specifications promul·
gated by the industry itself.

However. to the extent that industry must install additional ca
pacIty to meet law en~orcement needs. the bill requ1res the go....ern·
ment to pay all capacIty costs from date of enactment. inciuding aiJ
capacity costs incurred after the 4-year transition period. The Fed·
eral Government. in its role of providing technical suppon: t05tatE
and local law enforcement. will pay the costs incurred in meetlm
the initial capacity needs and future maximum capacity neeas r"ol
electronlc surveillance at all levels of government.

REL.-\TIOSSHIP WITH £XlSTI~G ASSISTA.'lC£ REQt:lR£~tE~-rS

The assistance capability and capacity requirements of the bil
are in addition to the existing necessary assistance reqUirements it
sections 251S(4) and 3124 of title 18. and lS05ibi of title 50. t:nite~

States Code. The committee intends that sections 2518(4). 312,
and 1805<b) will continue to be applied as they have in the pas
to government assistance requests related to specific: orders. inciud
ing, for example. the ex~ensesof leased lines.

THE LEGISUTIO:-l ADDRESSES PRIVACY COSCER.'&S

Since 1968. the law of this Nation has authorized law eniorct
ment agencies to conduct wiretaps pursuant to court order. Th,
authority extends to voice. data. fax. E·mail and any other fonn I

electronic: communication. The bill will not expand that author1t:
However. as the potential intrusiveness of technology increases.
is necessary to ensure that government. surveillance authOrity
dearly def'lOed and appropriately limited.

In the S years since the enactment of ECP~ society's patten
of using eJ.etronic communications technology have changed dr
matically. Millions of people now have electronic mail addresse
Business. nonprofit organizations and political groups conduct the
work over the Internet. Individuals maintain a wide range of rei
tionships on-line. Transactional records documenting these acti'
ties and associations are generat~, by service providers. For tho
who increasingly use these services. this transactional data reve,
a great deal about their private lives. all of it compiled in 0

place. . .
In ·addition. at the time ECPA was enacted. the portlon of t

communications occurring between the handset and base unit
cordless telephones was excluded from its privacy protections. 1
1991 Privacy and Technology Task Force found that:

[tlhe cordless phone. far from being a novelty item used
only at "poolside." has become ubiquitous. • • • ~.!ore and
more communications are being carried out by people
[using cordless phones] in private. in their h~mes .and of
fices. with an expectation that such calls are Just 11ke any
other phone call.
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Therefore. S. 2375 includes provisions. which FBI Director Freeh
supported in his testimony. that add protections to the exercise of
the Government's current surveillance authority. Specifically, the
bill:

1. Eliminates the use of subpoenas to obtain E·mail address
es and other similar transactional data from electronic commu
nications service providers. Currently, the Government can ob
tain transactional logs containing a person's entire on-line pro
file merely upon presentation of an administrative subpoena is
sued by an investigator without any judicial intervention.
Under S. 2375. a court order would be required.

2. Expressly provides that the authority under pen register
and trap and trace orders cannot be used to obtain tracking or
location information. other than that which can be determined
from the phone number. Currently, in some cellular systems.
transactional data that could be obtained by a pen register
may include location information. Further. the bill requires law
enforcement to use reasonably available technology to mini
mize information obtained through pen registers.

3. Explicitly states that it does not limit the rights of sub
scribers to use encryption.

4. Allows any person. including public interest groups, to pe
tition the FCC for review of standards implementing wiretap
capability requirements. aDd provides that one factor for judg
ing those standards is whether they protect the privacy of com
munications not authorized to be intercepted.

5. Does not require mobile service providers to reconfigure
their networks to deliver the content of communications occur
ring outside a carrier's service area.

6. Extends privacy protections of the Electronic Communica
tions Privacy Act to cordless phones and certain data commu
nications transmitted by radio.

7. Requires affirmative inte"ention of common carriers' per
sonnel for switch-bued interceptions-this means law enforce
ment cannot remotely or independently activate interceptions
within the switching premises of a telecommunications carrier.

Narrow scope
It is also important. from a privacy standpoint. to recognize that

the scope of the legislation has been greatly narrowed. The only en
tities required to comply with the functional requirements are tele
communications common carriers. the components of the public
switched network where law enforcement agencies have always
served most .of their surveillance orders. Further. such carriers are
required to comply only with respect to services or facilities that
provide a customer or subscriber with the ability to originate. ter
minate or direct communications.

The bill is clear that telecommunications t.ervices that support
the transport or switching of communications for private networks
or for the sole purpose of interconnectml telecommunications car
rien (these would include lODI-distance carriage) need not meet
any wiretap standards. PBX's are ucludecl. So are automated teller
machine (ATM) networks and other closed networks. Also.excluded
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from coverage are all information services. such as Internet service
providers or services such as Prodigy and ,Amenca-On-Line.

All of these information services or private network systems can
be wiretapped pursuant to coun order. and their owners must co
operate when presented with a wiretap order. but these systems do
not have to be designed so as to accommodate wiretap needs. Only
telecommunication carriers are required to design and build theIr
:systems to comply wlth the legislated requirements. Earlier digitai
telephony proposals covered all providers of electronic commumca·
tions services. which meant everY business and instltution m the
country. That approach was not ·practical. ~or was it required to
meet an important law enforcement objective.

s. 23i5 RESPO~OS TO t~Ot:STRY CO~CER~S

S. 2375 includes several' provisions intended to ease the burrier
on industry. The bill grants telephone companies and other coverec
entities a 4-year transition period in which to make any necessarj
changes in their facilities. In addition. it allows any company tc
seek up to a 2-year extension of the compliance date from the Fed,
eral Communications Commission if it turns out that retrofitting,
particular system will take longer than 4 years.

The Federal Government will pay all reasonable costs incurrel
by industry in retrofitting facilities to correct existing problems.

The bill requires the Attorney General to estimate the capacit:
needs of law enforcement for electronic surveillance. so that car
riers will have notice of what the Government is likely to reques1
The bill requires Government to reimburse carriers for reasonabl
costs of expanding capacity to meet law enforcement needs.

..vo impediment to technoiogical innouation
The committee's intent is that compliance with the requirement

\

in the bill will not impede the development and deployment of ne'
technologies. The bill expressly provides that law enforcement rna
not dictate specific system design features and may not bar mtrl
duetion of new features and technologies. The bill establishes a rel
sonableness standard for compliance of carriers and manufacturer
Courts may order compliance and may bar the introduction of ted
noloO', but only if law enforcement has no other means reasonab
available to conduct interception and if compliance with the stanI

ards is reasonably achievable through application of available tec:
noloI)'. This means that if a service or techrtology cannot reaso
ably be brought into compliance with the interception requir
menta. then the service or technology can be deployed. This is tJ
exact opposite of the original versions of the legislation. whil
would have barred introduction of services or features that cou
not be tapped. One factor to be considered w~en d~terminii
whether compliance is reasonable is the cost to the cam~r of COJ
pliance compared to the carrier's overall cost of deyeloplng or ~
quiring and deploying the feature or service in qu~stl0n. .

The legislation provides that carriers shall decide h~w to lmp
ment law enforcement's requirements. The bill all~wl ll~dustry ~
sociations and standard-setting bodies. in consult~tlon.With law ~
forcement. to establish publicly available specIfications creatl
"safe harbors" for carriers. This means that those,whose compE
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tive future depends on innovation will have a key role in internret
ing the legislated requirements and finding ways to meet them
without impeding the deployment of new services. If indUStry asso
ciations or standard-setting organizations fail to issue standards to
implement the .capab~lity requi~ment~. or if a government agency
or any person. mcludmg a camer~ beheves that such requirements
or standards are deficient. the agency or person may petition the
FCC to establish technical requirements or standards.
Accountability

Finally. the bill has a number of mechanisms that will allow for
congressional and public oversight. The bill requires the Govern
ment to estimate its capacity needs and publish them in the Fed·
eral Register. The bill requires the Government. with funds appro
priated by Congress through the normal appropriations ·process. to
pay all reasonable costs incurred by industry in retrofitting facili
ties to correct existing problems. It requires the Attorney General
to file yearly reports on these expenditures for the first 6 years
after date of enactment, and requires reports from the General Ac
counting Office in 1996 and 1998 estimating future costs of compli
ance. It requires the Government to reimburse carriers. with pub
licly appropriated funds, in perpetuity for the costs of expanding
maximum capacity to meet law enforcement needs. Furthermore.
all proceedings before the FCC will be subject to public scrutiny.
as well as congressional oversight and judicial review.

VI. SEcrION-BY-SEcrION ANALYSIS

SECTION 1. ISTERCEPrION OF DIGITAL AND OTHER COMMt.~CATIO~S

This section adds a new chapter 120 to title 18. United States
Code, to define more precisely the assistance that telecommuni
cations carriers are required to provide in connection with court or
ders for wire and electronic interceptions. pen registers and trap
and trace devices. This new chapter contains eight sections num
bered 2601 through 2608.

Section 2601 provides definitions for "call-identifying infonna
tion," "information semces," "govemment," "telecommunications
support services," and ~elecommunicatioD!carrier."

A "talecommunications carrier" is defined as any person or entity
engaged in the transmission or switching of wire or electronic com
munications as a common carrier for hire, as defined by section
3Ch) of the Communications Act of 1934, and includes a commercial
mobUe service, as defmed in section 332(d) of the Communications
Act, as amended. This definition encompasses such service provid
ers as loc:al exchange carriers, interuchange earners, competitive
access providers (CAPS), cellular carriers, providers of penonal
communications services (PCS), satellite-based service providers,
cable operators and electric or other utilities that provide tele
communications services ~or ~re to ~e public, ~d any o~her com·
mon carrier that off'ersWlreline or Wlreless sel""l'lce for lure to thI
public. The definition of telecommunication~ carner d~s not ~n.
elude persons or entities to the eztentthey are engqed In provtd·
ing information services. $uch as electronic 1D;ail provid~rs, on-l!nt
services providers, such as CompuServe, Prodigy. Amenca-On-Lin.
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o~ ~ead Data. or Intern~t service providers. Call fO['VIarciing. 5'Oeec
dlahng. and the call redtrectlon portton of a vOlce-mall servlce are
covered by this bill.

In addition. for purposes of this bill. the FCC is authorized to
deem other persons and entities to be telecommunications earners
subject to the capability and capacity requlrements in the bill ~o

the extent that such person or entIty serves as a repiacement for
the local telephone service to a substantial portion of the pubhc
within a State. .As part of its deternunauon whether the pubiic In
terest is serve-:i by deeming a person or enuty a telecommum
cations carrier for the purposes of this bill. the Commlsslon :shall
consider whether such determination would promote competition.
encourage the development of new technologies. and protect public
safety and national security.

The term "call-identifying information" means the dialing or Sig

naling infonnation generated that identifies the origin and destina
tion or a wire or electronic communication placed to. or received by.
the facility or service that is the subject of the court order or lawful
authorization. For voice communications. this information is typI
cally the electronic pulses. audio tones. or signaling messages that
identify the numbers dialed or otherwise transmitted for the pur
pose of routing calls through the telecommunications carrier's net
work. In pen register investigations. these pulses. tones. or mes
sages identify the numbers dialed from the facility that is the sub
ject of the court order or other lawful authorization. In trap and
trace investigations. these are the incoming pulses. tones. or meso
sages which identify the originating number of the facility from
which the call was placed and which are captured when directec
to the facility that is the subject of the court order or authonzation
Other dialing tones that may be gene~ted by the sender that arE
used to signal customer premises equipment of the recipient arE
not to be treated as call.identifying information.

The term "government" means the Government of the C'nitec
States and any agency or instrumentality thereof. the District 0

Columbia. any commonwealth. territory. or possession of the Unit
ed States. and any State or political subdivision thereof authorizel
by law to conduct. electronic surveillance.

The term "telecommunications support services" means a prod
uet, software or service used by a telecommunications carrier fa
the internal signaling or switching functions of its telecommun:
cations network. The committee understands there are current!
over 100 entities that provide common carriers with specialize
support services. The definition of "telecommunications ~UPPOI
semces" excludes "information services." as defined in the blll.

The term "information services" includes services offered throu8
software such as groupware and enterprise or personal mes~t
software. that is. services based on products (including~ut not lill
ited to multimedia software) of which Lotus Notes. Microsoft E:
change Server, and Novell Netware (and their as~iatt;d.semc,e
are both examples and precursors. It is the comtmttee s lntentlC
not to limit the definition of "information services" to current pro
uets. but rather to anticipate the rapid 'development of ad.v~ct
software and to include such software services in the definItIon
"infonnation services." By including such software services with
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the definition of infonnation services. it is excluded from compii
ance with the requirements of the bill.

Section 2602. entitled "Assistance capability requirements." con
sists of four subsections. Subsection faJ sets forth four "Capability
Requirements," which every telecommunications carrier is requlred
to meet in connection with those services or facilities that allow
customers to originate, tenninate or direct commumcations.

The first requirement is expeditiously to isolate and enable the
Government to intercept all communications in the carner's control
to or from the equipment, facilities or services of a subscriber. con
currently with the communication's transmission. or at any later
time acceptable to the Government. The bill is not intended to
guarantee "one-stop shopping" for law enforcement. The question nf
which communications are in a carrier's control will depend on the
design of the service or feature at issue, which this legislation does
not purport to dictate. If, for example, a forwarded call reaches the
system of the subscriber's carrier, that carrier is responsible for iso
lating the communication for interception purposes. However, if an
advanced intelligent network directs the communication to a dif
ferent carrier, the. subscriber's carrier only has the responsibility.
under subsection (d), to ensure that law enforcement can identify
the new service provider handling the communication.

The second requirement is e~ditiouslyto isolate and enable the
Government to access reasonably available call identifying informa
tion about the origin and destination of communications. Access
must be provided in such a manner that the information may be
a.ssoc:iated with the communication to which it penains and is pro
vided to the Government before, during or immediately after the
message's transmission to or from the subscriber. or at any later
time acceptable to the Government. Call identifying information ob
tained pursuant to pen register and trap and trace orders may not
include information disclosing the physical location of the sub
scriber sending or receiving the message, except to the extent that
location is indicated by the phone number. However, if such infor
mation is not reasonably available, the carrier does not have to
modify ita system to make it available.

The third requirement is to make intercepted messages and call
identifYinl information available to government in a format avail
able to the carrier so they may be transmitted over lines or facili
ti. leued or procured. by law enforcement to a location away from
the carrier's premises. It the communication at the point it is inter
cepted. is dilitat the carrier may provide the communica~ion to law
emoreement iD-dilital form. Law enforcement is responslble for de
termining if a communication is voice, fax or data and for translat
ingJt into useable form.
. The (mal requirement is to meet these requirements with a mini

mum of interference with the sublCriberls service and in such a
way that protects the privacy of messages and call identifying in
formation that are Dot targeted by electronic surveillance- orGers,

. and that maintains the confidentiality of the govel'1).ment's wire-
ta~ -

The committee intencil theuaistance ~rements in section
2602 to be both a floor ud a ceiling. The FBI Director testified
that the legislation was intended to preserve the status quo. that
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it was intended to provide law enforcement no more and no iess ac
cess to infonnation than .t had in the past. The commatee urge
a.gain~t ov~rbroad i~terpretation of the requiret;1ent.s. The leg13-1~
tlon glves mdustry, in consultation wIth law entorcement and 5UC
ject to review by the FCC. a key role in developmg the techniC,
requirements and standards that will allow implementation of rh
requIrements. The committee expects industry. law enforcemer
and the FCC to narrowly interpret the requirements.

Subsecrion I bJ limIts the scope of the assIstance requirement3 I

several important ways. First. law enforcement agencIes are nc
permitted to require the specific design of systems or features. nc
prohibit adoption of any such design. by wire or electronlc comml
nication service providers or equipment manufacturers. The legl'sL
tion leaves it to each carrier to decide how to comply. A carru
need not insure that each individual component of its' network I

system complies with the requirements so long as each commumc
tion can be intercepted at some point that meets the legislated r
quirements.

Second. the capability requirements only apply to those semci
or facilities that enable a subscriber to make, receive or direct call
They do not appiy to information services. such as electronic m~
services. on-line services. .iuch as CompuServe. Prodiir! Arnerie
On-Line or Mead Data. or Internet service providers. ~ The stora
of a message in a voice mail or E-mail "box" is not covered by t.
bill. The rp.direction of the voice mail message to the '"box.. and t
transmission of an E-mail message to an enhanced servlce pro"id
that maintains the E-mail service are covered.) ~or does the t:
apply to services or facilities that support the transport or switc
ing of communications for private networks or for the sole purpc
of interconnecting telecommunications carriers.

Because financial institutions have major concerns about secur
and reliability, they have established private communications n
works for. payment system data transmission traffic such as au
mated teller machines (Ani). point of sale (credit card) verificat
systems. and bank wires. Some of these networks are point
point. although .many utilized the public network at various poir
ATM networks. bankcard processing networks. automated chi
clearinghouse networks. stock exchange trading networks. poinl
sale systems. bank wire and funds transfer systems are all
cluded from the coverage of the bill. whether or not they invc
services obtained from telecommunications carriers. Private I
works such as those used for banking and financial transacti
have not posed a problem to law enforcement: and there are g
reasons for keeping them as closed as possibleo These networks
not the usual focus of court authorized electronic surveillance.
the financial information travelling on these networks is alre
available to law enforcement agencies under the ban~g laws.

Thus. a carrier providing a customer with a ser'Vlce or fac
that allows the customer to obtain access to a publicly switc
network is responsible for complying with the capability reqt
ments. On the other hand. for communications handled by mu11
carriers. a carrier that does "not originate ~r te~inate th~ mess
but merely interconnectS two other camers: 1S n~~ ~ubJect to
requirements for the interconnection part of Its faCllltles.



24

While the bill does not require reengineering of the Internet. nor
does it impose prospectively functional requirements on the
Internet, this does not mean that communications carried over the
Internet are immune (rom interception or that the Internet offers
a safe haven for illegal activity. Communications carried over the
Internet are subject to interception under title III just like other
electronic communications. That issue was settled in 1986 with
ECPA The bill recognizes. however. that law enforcement will
most likely intercept communications over the Internet at the same
place it intercepts other electronic communications: at the carrier
that provides access the public-switched network.

The bill does not cover private branch exchanges (PBX·s). This
means that there will be times when the telecommunications car
rier. will be unable to isolate the communications of a specific indi
vidual whose communications are coming through a PBX. This
poses a minimization problem to which law enforcement agencies.
courts. and carriers should be sensitive. The committee does not in
tend that the exclusion of PBX's is to be read as approval for trunk
line intercepts. Given the minimization requirement of current law.
courts should scrutinize very carefully requests to intercept trunk
lines and insist that agencies specify how they will comply with the
minimization requirement. This is especially true of intercepts of
E-Mail and fax transmissions. In addition. carriers presented with
an order for interception of a tnmk line also have the option to
seek modification of such an order.

Finally, telecommunications carriers have no responsibility to
decrypt encrypted communications that are the subject of court-or
dered wiret~s. unless the carrier provided the encrj'l)tion and can
decrypt it. This obligation is consistent with the obligation to fur
nish all necessary assistance under 18 U-.S.C. 2518(41. Nothing in
this paragraph would prohibit a carrier from deploying an
encryption service for which it does not retain the ability to decrypt
communications for law enforcement access. The bill does not ad
dress key escrow encryption. or the "Clipper Chip" issue. Nothing
in the bill is intended to limit or otherwise prevent the use of any
type of encryption within the United States. Nor does the commit
tee intend this bill to be in any way a precursor to any kind of ban
or limitation on encryption technology. To the contrary, section
2602 protects the right to use encryption. .

Subsection (c) allows a carrier. in emergency or engent cir
cumstances, at the sole discretion of the carrier. to fulfill its obliga
tion to deliver communications to law enforcement under the third
capability requirement by allowing monitoring on the carrier's
premise•.

Subsection (dJ. entitled "Mobile Service Assistance Requirement."
addresses the responsibility of the carrier who can no longer de
liver a message or call identifying information to law e~o~m~nt
because the subscriber. the communication and the call Identifying
infonnation have left. the carrier's service area. In such a case. the
carrier that had the auistance responsibility is no~ n!9Wred to con
tinue providing the government with the communication content or
call identifyiDi information. but must insure. that the Government
can detennine which carrier or service proVIder has subs~uently
picked up the communication or call identifying information and
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beg:un ~erving t~e subscrib~r, s\J:bject ~ limitations on disclosmg 10
catlon InformatlOn as descnbed In section 2602(a).

Sectlon 2603, entitled "Notices of c~pacity requirements," places
the burden on the Government to estimate its capacity needs and
to do so in a cost-conscious manner, while also providing carriers
with a "safe harbor" for capacity. Subsection (aJ requires the Attar.
ney General. within 1 year of enactment. to publish in the Federal
Register and provide to appropriate industry associations and
standards bodies notices of both the maximum capacity and the im
tial capacity required to accommodate all intercepts. pen reglsters.
and trap and trace devices the Government (including Federal.
State and local law enforcement) expects to operate simultaneously.

The maximum capacity relates to the greatest number of inter·
cepts a particular switch or system must be capable of implement·
ing simultaneously. The initial capacity relates to the number of
intercepts the government will need to operate upon the date that
is 4 years after enactment;

The Attorney General is directed to develop the notices after con
sultation with local and State law enforcement authorities and the
carriers, equipment manufacturers and providers of telecommuni
cations support semces. The Attorney General is given flexibility
in determining the fonn of the notice. For eumple. the notice may
be in the form of a specific number for a particular geographic
area, or a generally applicable formula based on the number of sub
scribers served by acarrier.

Subsection fb) provides that telecommunications carriers must
ensure that. within 3 years after publication of the notices. or with
in 4 years after enactment, whichever is longer, they have the max
imum capacity and the initial capacity to execute all electronic sur
veillance orders. If the Attorney General publishes the first capac
ity notices before the statutory time of one year has elapsed. com
pliance by carriers must be achieved at the same time as the effec
tive date in section 2 of this bill. In the event the Attorney General
publishes the notices after the statutory time limit, carriers will
have 3 years thereafter to comply, which time period will fall after
the effective date in section 2 of this bill.

Subsection re) requires the Attorney General periodically to give
telecommunications carriers notice of any necessary increases in
maximum capacity. Carriers will have at least 3 years, and up to
any amount of time beyond 3 years agreed to by the Attorney Gen
eral. to comply with the increased maximum capacity require
ments.

Section 2604 protects systems security and integrity by requiring
that any electronic surveillance effected within a carriers switching
premises be activated only with intervention by an employee of t~e
carrier. The switching premises include central offices and mobile
tel!))hone switching offices <MTSO's).

This makes clear that government agencies do not have the au
thority to activate remotely interceptions within the premises of a
telecommunications carrier. Nor may law enforcement ~nter on~ a
telecommunications carrier's premises to effect an Intercept~oll
without the carrier's prior knowledge and conse~t when e%ecut~1
Sl wiretap under exigent or emergency circums~ces.under s~~Ot
2602(c). All executions of court· orders or authon%atlons requmnl
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access to the switching facilities will be made through indiv\duai.~
authorized and designated by the tele<:ommunications carner. Actl
vation of interception orders or authorizations originatlng In loea
loop wiring or cabling can be effected by government personnel OJ

by individuals designated by the telecommunications carner, de
pending upon the amount of assistance the government requIres.

Section 2605 requires a telecommunications carrier to consul'
with its own equipme~t manufacturers. and support service provlCi
ers to ensure that equlpment or services comply WIth the capabiiit~

requirements. Manufacturers and support services providers arl
required to make available to their telecommunications carrier eus
tomers the necessary features or modifications on a reasonaoi 1

timely basis and at a reasonable charge. Subsection 2605, b I deari:
means that when a manufacturer makes available features 0

modifications to permit its customer to comply WIth the reqUIre
ments of the bill. the manufacturer is to be paid by the carner Il
accordance with normal and accepted business practices.

These responsibilities of the manufacturers and support service
providers make clear that they have a critical role in ensuring tha
lawful interceptions are not thwarted. Without their assistanc,
telecommunications carriers likely could not comply with the cape
bility requirements.

Section 2606 establishes a mechanism for implementation of th
capability requirements that defers. in the first instance. to indu;
try standards organizations. Subsection (aJ directs the Attorn!
General and other law enforcement agencies to consult with ass
ciations and standard-setting bodies of the telecommunications 1:

dustry. Carriers. manufacturers and support service providers w'
have a "safe harbor" and be considered in compliance with the c
pability requirements if they comply with publiciy available tee
nical requirements or standards designed in good faith to impi
ment the assistance requirements.

This section provides carriers the certainty of "safe harborl
found in standards to be issued under a process set up in the oi
The use of standards to implement legislative requirements is.
course. appropriate so long as Congress delineates the policy th
the g\1idelines must meet. Skinner v. Mid·America Pipeline C
490 U.S. 212. 220 (1989) ("It is constitutionally sufficient if Cc
gresa clearly delineates the general policy."). .,

This bill. in fact. provides through the four factors m Sec~l
2602 much greater specificity than found in many_ delegatlc
upheld by the courts. See. e.g., Yakus v. U.S., 3~1 U.S. 414~ ~
(1944) <upholding delegation of authority to fix pneel that "Will
generally fair and equitable and will effectuate the purposes" of 1

statute); FPC v. Hope Natural Gas Co.• 320 U.S. 591. 600 (19
(delegation to detennine "just and reasonable" rates u~hel~)'

The authority to ,issue standards to implement leglslauon dl
gated here to private parties is well within what has been upb
in numerous precedents. In St. Lou.is, Iron Mt. & Southern Ry.
v. Taylo,., 210 U.S. 281 (1908). the SUK;lrne Court 1J:Jri1:eld the d
ptioD of authority to the American . way AssocIatIon to eSl

. lish the standard height of.draw ban for freight cars. ~n Noblec.
Industries v. Secretary ofLa.bor, 614 F.2d 199 <9th .CU'. 1980).
ninth circuit sustained Congress's delegation to pnvate organ


